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Abstract

Proactive inspection can expose retrieval-system faults before
a suspect answer triggers an investigation. This paper presents
Codexproof, a tool for capturing and verifying declared re-
trieval evidence across application boundaries while cor-
pora evolve. Typed lineage links address canonical BLAKE3
content-ids; a Rust/WebAssembly verifier checks bytes, signer
authorization, closure and revocation under consumer-chosen
anchors. I deployed authenticated capture across ten applica-
tions using Pinecone, Supabase pgvector and Qdrant under
one operator. Two 300-attempt HTTPS/MCP campaigns pro-
duced 597 verified and restored captures. Trust renewal and
a scheduled corpus update preserved earlier evidence. A sub-
sequent proactive audit found and resolved expired trust at
all ten producers and traced malformed literature passages
to PDF extraction. Retained-payload replay measured 7.67
ms median complete consumer verification. Deployment and
adversarial review exposed request-schema, trust-activation
and cross-language list-selection defects. These observations
inform inspection, retention and rollout practices. The tool
authenticates declared provenance, not truth, completeness or
faithful producer execution.

1 Introduction

My operating maxim is: By being proactive, the idea is
never to need to be reactive. Applied to retrieval-augmented
generation (RAG), this motivates inspection before a re-
ported problem demands investigation. Operators can check
trust readiness and captured evidence; when a result looks
wrong, they can inspect its declared sources and configu-
ration. Meanwhile, corpora change. Repeating yesterday’s
query may return different evidence. Freezing the applica-
tion impedes development; retaining only provider identifiers
leaves earlier bytes unresolved.

Codexproof captures selected evidence on explicit authen-
ticated interrogation and preserves it for later inspection. The
consumer is a local library and operator CLI, with no signing
key or vector-store credential. It can restore a capture without
rerunning retrieval, check its declared origin and dependen-
cies, then inspect a suspect passage. A failed check identifies
an evidence or policy problem; successful verification does
not distinguish a ranking error from a model reasoning fail-
ure.
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MCEP standardizes tool invocation (Model Context Pro-
tocol 2026); HTTPS authenticates the current connection.
Neither alone binds a cached answer to the exact bytes and
typed relations of its declared evidence. Codexproof applies
object security (Jacobson et al. 2009; Zhang et al. 2014)
to that handoff. Each producer supplies a capture adapter;
consumers share a verifier while choosing their own trust au-
thorities. Authenticated logs and snapshots can preserve the
same underlying evidence and complement this object; no
logging-system comparison or measured integration-effort
reduction is claimed.

The signed-link invariant and shared Rust/WebAssembly
core are inherited from the AgentNet prototype (Allione and
O’Hara 2026). The extension contributes producer-owned
retrieval and sealing with keyless consumer policy, and a
measured ten-application deployment with fixed live cam-
paigns, restoration, trust renewal and corpus-update continu-
ity. Request/configuration binding and observed revocation
versions constrain acceptance. The original four-store results
are excluded from the new totals.

2 Evidence and Consumer Policy
2.1 Canonical nodes and signed links

A node has four fields: kind, name, attributes and links.
Kind is Entity, Activity or Agent; names are hierarchi-
cal. Canonical encoding uses type tags, sorted object keys
and length prefixes. Capture adapters retain source-record
strings and encode numbers outside the safe-integer profile
as strings in typed attributes. Links name a parent content-
id and one of five PROV relations (Moreau and Missier
2013): used, wasGeneratedBy, wasDerivedFrom,
wasAttributedTo and wasInformedBy.

Let v be a node, Enc(v) its canonical bytes, ¢, its 32-
byte content-id, o, (sigma) its signature and sk,, its signer’s
private key. Subscript v means for this node; sk names a key,
not multiplied variables. A key can sign many nodes:

¢y = BLAKE3(Enc(v)),

o, = Ed25519. Sign ;. (D||cy).
BLAKE3 hashes its input (O’Connor et al. 2020);
Ed25519. Signg,, ~ signs with key sk, (Bernstein et al.

2012). Parentheses enclose inputs. D is the 12-byte prefix
prov-sig:vl followed by a newline; || appends the raw
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content-id bytes. Signing receives 44 bytes, while encoding
and hashing process the full node (Figure 1a).

Object-key and typed-link insertion order are ignored; ar-
ray order, relation labels and link multiplicity remain com-
mitted. Reordering distinct passage-CIDs in the result array
changes its identifier; reordering the same typed links does
not.

Binding invariant. In a finite, closed capture directed
acyclic graph whose identifiers verify, a fixed root binds
all reachable canonical node bodies and typed links under
BLAKES3 collision resistance. Equal root bytes bind equal
parent identifiers; repeating that argument along links binds
their bodies, as in a Merkle DAG (Benet 2014). Acyclicity
follows from the construction, not an explicit verifier cycle
test. Surrounding signatures and trust material require sepa-
rate checks (Supplementary Appendix C).

2.2 Authorization and current trust

Integrity establishes that signed bytes are intact; autho-
rization establishes permission to assert their name. The
NDN-style schema (Yu et al. 2015, 2023) requires a valid
signature and certificate chain to a consumer-accepted
anchor, with data and signer names inside its names-
pace. Each issuer’s name must prefix the name it certi-
fies. Thus an authorized /alpha/retriever can sign
/alpha/evidence/el; a trusted /beta key cannot.

(a) Bind the evidence, then sign its ID
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Figure 1: Three rules made visible. (a) The 44-byte signing
input binds the ID (Equation 1). (b) Filled and open endpoints
include issuance and exclude expiry; time and version gates
both apply (Equation 2). (c) Exact construction counts, not
timing predictions (Equation 3).

Chain walks have depth and step limits and fail closed on
exhaustion. The rule isolates namespaces rather than roles.
An immutable capture can outlive its signer’s authoriza-
tion. The full consumer requires exactly one valid revocation
list signed by each authorizing anchor, revoking neither the
node nor its signer. For each anchor, let ¢ be trusted check
time, ¢, issuance and ¢, expiry, all nonnegative integer Unix
seconds; subscripts 7 and e label issuance and expiry. Let A
be maximum lifetime in seconds, ¢ the signed nonnegative
version, and H the highest accepted version for this anchor’s
name and key, initially zero. Versions have no time unit:

ti§t<te; 0<te_ti§A7 QZH (2)

All three conditions must hold. The operators < and > in-
clude equality; < excludes it. A list is usable at issuance but
not expiry. Subtraction gives its lifetime, capped by A, which
defaults to 86,400 seconds. Freshness concerns the list, not
capture age. With [ = 8, version 8 passes the version gate
and 7 fails. Only after complete verification succeeds does
the consumer set H to g; rejection leaves it unchanged. Sig-
nature, namespace, request and graph checks still apply. A
new consumer has no history; same-version issuer equivo-
cation is not prevented. Lower-level integrity APIs omit this
time/version gate.

3 Deployment Across Ten Applications

The September 7, 2026 observation covers ten applications
under one operator (Figure 2). Three use Pinecone, two Su-
pabase pgvector and five Qdrant. Existing stores were re-
tained; new reference collections have explicit ingestion and
separate query operations. They serve news, interviews, lit-
erature and technical or financial references. This is backend
heterogeneity, not a vendor ranking or ten independent or-
ganizations. Supplementary Appendix A gives each applica-
tion’s retrieval purpose and vendor rationale.

3.1 Capture, verification and restoration

Six producers use Netlify functions; Leaderlogic uses a
Netlify proxy to Node on Fly. Learnrust, Selectsectors and
Researchshop use native Rust on Fly. Each exposes authen-
ticated HTTPS retrieval and an initialized MCP tool with
the same request contract. A bounded query triggers per-
mitted retrieval, capture construction, leaf-key signing, self-
verification and retention before return. The consumer checks
request binding, graph reachability, authorization and fresh
trust. A later archive request returns that capture without an-
other vector query. Producers accept retrieval requests, not
arbitrary signing templates.

Ordinary page, chat/search, ingestion and financial-
computation paths do not invoke capture. Source/build
checks establish separation, not measured zero overhead or
absence of infrastructure contention. Capture requests pay
retrieval, sealing and retention costs. An uncaptured ordi-
nary query cannot be reconstructed by later interrogation:
that produces a new retrieval.

For investigation, CID or signature failures direct attention
to returned bytes and signing identity; request or authoriza-
tion failures to request construction and trust policy; missing
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Figure 2: The measured deployment. Each named application has its own producer identity, leaf key and retained-capture storage;
the lower boxes group applications by backend technology. An authenticated HTTPS or MCP request invokes retrieval, sealing
and retention before returning a capture. The local keyless consumer verifies under its own anchor policy and can later restore
the capture without repeating retrieval. Ordinary page, chat and ingestion paths do not invoke capture.

parents to unavailable dependencies. After successful veri-
fication, the operator can inspect retained sources, passages
and configuration before investigating chunking, ranking or
downstream model behavior.

3.2 What a capture preserves

Let h be the nonnegative integer count of returned hit entries.
N (h) and E(h) count signed nodes and typed links for that
many hits; parentheses mean for h hits. The terms 2h and 3h
multiply the hit count; addition combines fixed and per-hit
contributions:

N(h)=5+2h,  E(h) =4+ 3h. 3)

Five nodes record request, configuration, selected-record
generation, retrieval activity and result. Four links join the re-
sult to the activity and the activity to the three context nodes.
Each hit adds a source, a passage and three links: passage to
source, activity to passage and result to passage. Four hits
require 13 nodes and 16 links (Figure 1c). All fifty captures
from the first corrected campaign matched this construction.
Counts exclude certificates, revocation lists and CID-valued
attributes. Defaults of 1,024 nodes and 3 MiB per response,
where 1 MiB is 22° bytes, limit a response, not registered
domains. These counts establish neither unbounded capture
capacity nor linear latency.

The signed graph binds passage order, request ID, opera-
tion, namespace and arguments alongside implementation
commit, configuration, access classification and available
generation metadata. An outer response cannot replace its
signed result. A separate census checks this producer topol-
ogy; consumer acceptance is broader (Supplementary Ap-
pendix C).

Canonical bytes preserve the producer’s selected source
strings, not necessarily the upstream HTTP serialization or
full document. PDF-derived records retain document digests
and page references, but extraction loses layout. Adapters
identify unavailable query vectors, unselected candidates
and corpus versions. Restricted records retain their access
boundaries. Netlify Blobs uses collision checks/readback;
other adapters use unique database keys or exclusive files
on persistent volumes. These mechanisms do not establish
universal write-once storage. Signatures detect alteration but
cannot force archive availability.

3.3 Trust activation and corpus continuity

Each producer has a distinct root, directly certified leaf and
service credential. Root keys remain in a protected local
vault; production receives its own leaf. Renewal retains keys,
carries forward revocations and advances signed versions.
Consumer history persists across restarts.

All ten restored an earlier signed bundle and root CID un-
changed under renewed trust. During rapid activation, three
services returned revocation_not_ fresh; a fourth
comparison failure lacked response bytes and has no es-
tablished cause. HTTP dates lagged by about 25 seconds,
consistent with a not-yet-valid list. A Researchshop renewal
with a 60-second activation lead passed without backdating
issuance or relaxing freshness; this is not a universal skew
bound.

Proactive inspection. A separate September 8 audit ini-
tialized MCP and invoked one fixed retrieval per application.
Alltenreturned revocation_not_fresh:their 24-hour
lists had expired naturally. After renewal, the same queries
produced ten verified/restored captures; all ten older cap-



tures also verified unchanged. One isolated upload omitted
a runtime dependency and required repackaging. The audit
retained failed activations and did not alter the earlier cam-
paign totals. It diagnosed trust maintenance before a reported
bad-answer incident.

After successful verification, inspection found interleaved
PDF-column text in two Researchshop hits. The signed spans
and original-file digest located the source page; rerunning the
declared extractor reproduced both passages exactly. The di-
agnosis concerned extraction order, not altered capture bytes.
Both passages were reproduced without changing the cor-
pus; this single-page diagnosis does not measure corpus-wide
quality.

Al Firehose’s scheduled ingestion changed 4,319 gener-
ated data, cache, feed or sitemap paths while runtime and
provenance code stayed identical. An earlier capture restored
with the same signed bundle and root CID under current
trust. The ingestion manifest changed from 4,578 to 4,577
IDs; a separate live Pinecone count was 4,491 vectors. These
are distinct views, not interchangeable index snapshots.

The operating lessons are concrete: retain captured ev-
idence separately from serving data, since a commit pin
cannot supply missing bytes; validate request schemas be-
fore a fleet campaign (Section 4); and fest trust activation
with restoration, preserving failures and current freshness
checks. Pruning an index and retiring a capture are separate
operations.

4 Live Evaluation and Retained-Payload
Replay

The  evaluation separates  cross-application  cap-
ture/restoration, rejection of altered declarations and
service versus verification costs. Verification is a protocol
outcome, not a relevance judgment or a measure of user
decisions.

4.1 Design and failure accounting

Each September 7 campaign pinned identities,
source/deployment revisions, consumer/runtime hashes
and a fixed schedule: five purpose-specific queries per
application, maximum two through six hits (top-k), two
transports and three repetitions, giving 300 sequential
attempts in interleaved ten-application blocks. MCP nego-
tiated 2025-06-18. Monotonic total time includes response
buffering, verification and MCP initialization where appli-
cable. Raw-body persistence and a separately timed archive
restore follow. Every success must restore the same signed
bundle and verify again. Raw bodies remain encrypted
outside Git; public receipts retain hashes, configuration and
outcomes.

The initial campaign yielded 269 successes and 31 fail-
ures. Thirty requests omitted Spokenhistory’s required null
interview filter; the producer correctly rejected them. One
Leaderlogic MCP initialization notification returned HTTP
503. An independent JSON Schema validator then checked
all 50 corrected query shapes against live MCP schemas;
five negative controls reproduced the missing-field rejection.

Application ~ OK/30 HTTPS MCP Verify
Worldthought 30 096 144 6.44
Aigamma 30 1.19 1.82 5.62
Al-Firehose 30 1.26 2.02 8.53
Spokenhistory 30 1.23 1.82 740
Learnrust 30 0.57 0.88 7.26
Leaderlogic 29 1.65 266 6.13
AlgoNow 30 1.12 1.78 9.16
Mathlimit 30 141 2.00 10.73
Selectsectors 30 0.76 128 11.95
Researchshop 30 0.88 1.25 11.23

Table 1: Prospective live replication. Successes include ver-
ified archive restoration. HTTPS and MCP are median to-
tal seconds; verify is median consumer milliseconds pooled
across both transports. Each application has 30 attempts, 15
per transport. Decimal ties round to even.

The corrected campaign yielded 298 verified/restored cap-
tures: Selectsectors had one HTTPS retrieval timeout; one
Firehose MCP failure has no specific retained cause. Replica-
tion repeated the schedule after renewed schema/deployment
checks. Worldthought’s scheduled graph update and Spoken-
history’s navigation cleanup changed deployed revisions but
not provenance source; both were pinned. No failed trial was
replaced.

The prospective replication completed all 300 attempts:
299 verified captures restored successfully, and 1 attempt
failed. The failure was 1 Leaderlogic (producer operation
failure, HTTP 503). Table 1 reports every application’s suc-
cess count and latency among successful attempts. Figure 3
separates total interrogation time from consumer verification.
Failed operations remain in the denominator; their elapsed
time is retained separately and is not treated as successful-
request latency.

Verified responses contained 2 to 6 hits and 9 to 17 signed
nodes. The serialized signed wrapper ranged from 19.5 to
387.0 KiB; this excludes MCP’s additional transport encod-
ing. Wrapper size includes captured selected records and
available retrieval context, not just cryptographic envelope
overhead.

Percentiles use linear interpolation. Fifteen attempts
per transport/application do not support precise tails or
independent-sample inference. These short campaigns estab-
lish neither vendor rankings, cold/warm state, a provenance-
off counterfactual nor long-term availability.

Repeated queries. Pairing the two corrected campaigns
yields 297 verified pairs and three unmatched failures. All
pairs retain the same source-ID multiset, yet 97 records in
25 pairs differ only in score fields after matching IDs. Stable
identifiers therefore do not preserve all earlier metadata. This
retrospective comparison measures neither relevance nor the
cause of score variation (Supplementary Appendix B.4).

4.2 Verification, tampering and composition

Seventeen local mutations of each application’s first veri-
fied nonempty HTTPS capture test bytes/signatures, links,
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Figure 3: Prospective live replication, successful attempts only. Points are individual observations; larger circles (HTTPS)
and squares (MCP) are medians and horizontal lines extend to the descriptive 95th percentile. Each transport has up to 15
observations per application. Total includes MCP initialization where applicable; verification is the consumer’s graph and
authorization check after response buffering. The axes use different units.

Operation Median P95 Range
Canonical CID, all nodes 0.37 1.07 0.06-1.17
Ed25519, all CID messages 0.24 031 0.16-0.31
Capture and self-verification 9.38 15.94 4.55-17.20

Complete consumer verification 7.67 12.51 3.83-13.52

Table 2: Local JavaScript/WASM replay: milliseconds per
whole capture. Columns summarize 50 per-input medians,
not 50 independent deployments. Operations overlap and
must not be added.

request/query/namespace binding, anchors/certificates, re-
vocation, version poisoning/rollback, duplicate nodes, mal-
formed CIDs and outer-result substitution. Recipes and
version-state outcomes are retained. Synthetic controls use
ephemeral keys.

All 170 mutations of live captures were rejected without
advancing version state. Two validly signed synthetic revoca-
tions, one for a CID and one for a leaf key, were also rejected.
A correctly signed false statement, 2 + 2 = 5, was accepted
as an authentic declaration, as the protocol requires. The con-
sumer additionally verified a union of ten retained retrieval
graphs containing 110 signed nodes under ten pinned an-
chors; deleting a required source node broke graph closure.
This is a collection of producer-signed graphs with an un-
signed local root manifest, not a newly generated answer or
a signed claim of cross-domain semantic derivation.

Adversarial review exposed a list-selector defect:
JavaScript compared literal anchor names/keys while Rust

normalized aliases. The current boundary rejects aliases and
duplicate identities before verification. Ten synthetic exploit
variants passed the historical consumer and failed the stricter
boundary without state changes. Fifty retained captures pro-
duced identical outputs under one-anchor and ten-anchor
policies, 100 comparisons. The live campaigns and timings
precede this repair (Supplementary Appendix C). The les-
son is to make cross-language identity selection agree before
applying signature and freshness checks.

4.3 Controlled cost on live payloads

Replay selects the replication’s first verified HTTPS response
for each query/application, fifty inputs. Each operation re-
ceives 20 warmups and 50 batches of five iterations, with
operation order rotated: canonical IDs for all nodes; sign-
ing prepared CID messages with an ephemeral key; the
capture wrapper including graph construction, signing and
self-verification; and complete keyless consumer verifica-
tion. Network and durable state I/O are excluded. Historical
captures are checked at retained list issuance without chang-
ing production clocks.

All 50 inputs completed replay, with 250 measured itera-
tions per operation and input. Each batch’s elapsed time is
divided by five; each input contributes the median of its 50
batch means. Table 2 summarizes those 50 input medians
with equal weight. The host was Intel(R) Core(TM) Ultra
9 285K, Node v22.23.2, Windows; raw batch samples are
retained separately.

These are whole-capture JavaScript/WASM costs on one
host, not production overhead against a disabled baseline.



Native/WASM agreed on 650 CIDs and authorizations from
fifty captures in the first corrected campaign. A separate
Python encoder reconstructed their CIDs and checked sig-
natures within an integer profile; it does not implement au-
thorization or request policy. Supplementary Appendices B
and C.3 give these checks and separate single-node loopback
timings, which exclude deployed retrieval and full capture
assembly.

5 Related Work

NDN secures named objects (Zhang et al. 2014); its
trust schemas supply the name-based authorization used
here (Yu et al. 2015, 2023). Secure Web Objects (Yu et al.
2024) bind names to signers, while FLIC (Tschudin et al.
2025) organizes hash-linked collections. Codexproof binds
typed derivation links to parent content. PROV (Moreau
and Missier 2013) supplies semantic types without cryp-
tographic binding; IPFS supplies Merkle DAGs (Benet
2014). in-toto checks supply-chain steps and artifact relation-
ships (Torres-Arias et al. 2019), SLSA specifies build prove-
nance (OpenSSF 2023), and Sigstore supplies signing infras-
tructure (Newman, Meyers, and Torres-Arias 2022). Trans-
parency mechanisms (Laurie, Langley, and Kasper 2013;
Birkholz et al. 2026) and revocation audits (Golaszewski
et al. 2026) inform distinct trust concerns; logs do not prove
complete disclosure.

MCP (2026), A2A (A2A Project 2026) and AIP (Prakash
2026) concern invocation, task exchange and delegation.
PROV-AGENT captures workflow interactions using PROV
and MCP (Souza et al. 2025); a recent survey maps broader
agent-provenance problems (Wang et al. 2026). This evalu-
ation instead measures checks on exchanged evidence bytes
and authority. DIG retains investigative sources (Kejriwal
2026); SARA traces legal reasoning (Bonfim et al. 2026).
Their applications motivate inspectable evidence without
transferring their task-quality or institutional-impact claims.

6 Threats and Limitations

Adversaries and trust. Changed node bytes, forged signa-
tures, re-parented links and unauthorized namespaces fail
their respective checks. Missing parents break closure; with-
held trust material fails closed. A stolen consumer/service
bearer permits request abuse or suppression but provides no
producer key. One compromised producer can forge its do-
main’s declarations; the shared operator vault exposes mul-
tiple domains. Version rollback protection depends on ob-
served history and trustworthy consumer storage. Roots are
accepted out of band; there is no transparency-log consis-
tency check.

Meaning and execution. An authorized producer can omit
contrary evidence or lie about retrieval. Verification checks
declared links and closure, not all PROV constraints, re-
dundant result projections or execution. Remote attesta-
tion (Birkholz et al. 2023) addresses a separate execution
claim. Signatures establish neither factual correctness nor
completeness.

Evidence scope. The proactive audit diagnosed trust ex-
piry and an extraction defect; no user-reported bad-answer

incident has been investigated. Live capture, retention and
controlled faults do not establish measured user benefit, root-
cause accuracy, long-term adoption or time saved. Ten ap-
plications share one operator and full consumer implemen-
tation. The issuer is a protected local process; unattended
renewal independent of that workstation is not established.
Expired material fails closed on provenance requests. Re-
tention is not perpetual availability or reconstruction of the
whole historical index.

7 Conclusion

Codexproof made proactive inspection useful across all ten
domains within a short deployment window. One operator
gained a common way to interrogate retrieval evidence, check
current trust and restore earlier captures across heteroge-
neous stores and runtimes.

I had spent weeks running overnight panels and scans in
separate applications to identify improvements to their vector
stores. But after venturing an Al-driven run with Codexproof
on the entire fleet’s scope, this guided inspection surfaced
actionable improvements across all ten domains within min-
utes, and the Al was able to deploy the corrections almost
immediately. This is a qualitative operator account, separate
from the timed measurements.

The development audit exposed dropped source IDs and
hashes, omitted ranking text, an embedding API mismatch
and unchecked ingestion writes. AlgoNow’s corrections used
the contextual embedding API, restored full catalog text to
reranking, reused unchanged embeddings and verified writes
before activating retained catalog generations. Al Firehose’s
capture adapter preserved older glossary summaries or titles
when passage text was absent and recorded which field sup-
plied the evidence. These were concrete changes to retrieval
and evidence handling.

Across three vector-store technologies, the subsequent de-
ployment produced 597 verified and restored captures in two
300-attempt campaigns. Trust renewal and a corpus update
preserved earlier signed evidence. Proactive interrogation
then exposed expired trust across all ten producers and lo-
calized a PDF extraction defect, without waiting for a user-
reported bad-answer incident.

An Al coding assistant can use the shared capture con-
tract as a concrete pattern for scaffolding adapters. Once
connected, authenticated HTTPS/MCP interfaces let an as-
sistant steer bounded retrieval and inspect retained evidence
across domains; it can then help implement corrections un-
der operator control. The operator can check and challenge a
declaration; its truth and the cause of a suspect result require
investigation.

Three practices follow: retain selected evidence separately,
validate request contracts, and check trust activation along-
side restoration. For this fleet, the short observation window
captured an early practical return: Al-assisted inspection and
corrective action across evolving applications, with earlier
evidence still verifiable.

Al-assistance disclosure. An Al ensemble assisted with
pressure testing, review, and validation. The author origi-
nated and verified the work and takes full responsibility.
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